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1. PURPOSE
Palmetto Hall Plantation Owners Association, Inc. (“PHPOA” or the “Association”) respects the privacy of its property owners, residents, guests, employees, and others who interact with the Association.
This Privacy & Electronic Communications Policy establishes guidelines for the collection, use, protection, retention, and disclosure of personal and contact information and establishes standards for communications conducted by email, SMS/text message, telephone, owner portals, websites, and other electronic communication methods.
The Association uses electronic communications to efficiently provide information regarding Association operations, community services, safety, property administration, meetings, events, maintenance, and other matters affecting Palmetto Hall. 
2. SCOPE
This policy applies to personal and contact information collected or maintained by PHPOA through its administrative offices, website, owner portal, forms, applications, access-control systems, email systems, SMS/text messaging systems, telephone communications, surveys, registrations, and other Association programs or services.
This policy does not supersede any disclosure, recordkeeping, or notification requirement imposed by applicable law, the Association's governing documents, or contractual obligations.
3. INFORMATION PHPOA MAY COLLECT
In conducting Association business, PHPOA may collect information including, but not limited to:
· Owner or resident name;
· Palmetto Hall property address;
· Mailing address;
· Email address;
· Telephone and mobile telephone numbers;
· Emergency contact information;
· Communication preferences;
· Ownership and property-related information;
· Vehicle, parking, and access-pass information;
· Architectural review and property-compliance information;
· Information voluntarily submitted through Association forms, surveys, applications, or correspondence; and
· Records of communications with the Association.
PHPOA will seek to collect only information reasonably necessary for Association operations, administration, safety, services, and communications.
4. USE OF PERSONAL INFORMATION
PHPOA may use information it collects for legitimate Association purposes, including:
· Communicating with owners and residents;
· Administering Association operations and services;
· Providing safety, security, and emergency information;
· Communicating road closures, maintenance activities, utility interruptions, weather-related conditions, and other operational information;
· Providing notices concerning Association meetings, elections, assessments, governance, and other Association business;
· Administering architectural review and community standards;
· Managing vehicle access, parking, guest access, and passes;
· Communicating community events, programs, projects, and educational information;
· Responding to owner questions and service requests;
· Maintaining Association records; and
· Complying with applicable legal, regulatory, insurance, or contractual requirements.
5. EMAIL COMMUNICATIONS
PHPOA may use email addresses provided by owners and residents to communicate Association information.
Email communications may include operational notices, Association announcements, meeting information, community updates, safety information, newsletters, project information, administrative correspondence, and other information reasonably related to PHPOA and the Palmetto Hall community.
Recipients may unsubscribe from optional or general informational email communications where an unsubscribe mechanism is provided, by notifying PHPOA at manager@palmettohallhhi.com, contacting PHPOA at +8436822481 or by another reasonable method.
Unsubscribing from general communications may not prevent PHPOA from sending communications that are reasonably necessary for Association administration, legal notices, property-specific matters, account administration, safety, or other Association business.


6. SMS/TEXT MESSAGING
PHPOA may offer owners, residents, and other authorized participants the option of receiving certain Association communications through SMS or text messaging.
Text messages may include:
· Emergency and safety information;
· Severe weather or storm-related information;
· Road closures and traffic conditions;
· Gate or access information;
· Significant maintenance or infrastructure notifications;
· Community operational updates;
· Meeting or event reminders;
· Association announcements; and
· Other community information selected by PHPOA or requested by the recipient.
SMS Consent
Where consent is required, individuals must affirmatively elect to receive SMS/text communications from PHPOA.
Providing a mobile telephone number does not automatically constitute consent to receive optional SMS communications when affirmative consent is otherwise required.
Consent to receive optional SMS/text messages is not a condition of purchasing property, receiving Association services, or exercising rights associated with property ownership.
PHPOA will maintain SMS consent or opt-in records when reasonably necessary to document enrollment in the service.
Message Frequency and Charges
Message frequency will vary depending upon Association operations, community conditions, emergencies, events, and the communication preferences selected by the recipient.
Message and data rates may apply depending upon the recipient's wireless carrier and service plan.
PHPOA is not responsible for charges imposed by a recipient's wireless carrier.
SMS Opt-Out
Recipients may withdraw consent to receive optional SMS communications at any time.
Where supported by PHPOA's messaging platform, recipients may reply STOP, QUIT, CANCEL, OPT-OUT, NO MORE PLEASE and/or UNSUBSCRIBE to discontinue SMS messages and HELP for assistance.
PHPOA’s messaging platform may not recognize requests that modify the foregoing replies, and PHPOA and its service providers will not be liable for failing to honor requests that are modified. PHPOA may change the telephone number or short code and you will be notified of any such change. Requests sent to a number or code that have been changed, may not be received and PHPOA and its service providers will not be responsible for failing to honor such a request.  
Recipients may also contact PHPOA to request that their mobile number be removed from optional SMS communications. Recipients may notify PHPOA at manager@palmettohallhhi.com, contact PHPOA at +8436824182 or by another reasonable method.
Opting out of SMS messaging does not prevent PHPOA from communicating through other authorized methods, including email, telephone, mail, or other methods appropriate for Association business.
7. SMS PRIVACY AND MOBILE INFORMATION
PHPOA will not sell or rent mobile telephone numbers, SMS opt-in information, or SMS consent records.
Mobile telephone numbers and SMS consent/opt-in information will not be shared with third parties or affiliates for their independent marketing or promotional purposes.
PHPOA may provide limited information to service providers acting on behalf of the Association when reasonably necessary to operate an SMS/text messaging service, communications platform, emergency notification system, or related Association service.
Such service providers are expected to use the information only for purposes of providing services to or on behalf of PHPOA and consistent with applicable contractual and legal requirements.
8. THIRD-PARTY SERVICE PROVIDERS
PHPOA may utilize third-party vendors and service providers to support Association operations, including:
· Website hosting;
· Association management software;
· Email distribution;
· SMS/text messaging;
· Access-control and visitor-management systems;
· Payment processing;
· Surveys and community engagement platforms;
· Information technology and cybersecurity services; and
· Other administrative services.
PHPOA may provide such vendors with information that is reasonably necessary to perform services on behalf of the Association.
PHPOA will seek to utilize reputable providers and appropriate contractual protections when personal information is provided to third parties.
9. SALE OR COMMERCIAL USE OF PERSONAL INFORMATION
PHPOA does not sell owner or resident personal information for commercial marketing purposes.
PHPOA will not provide owner email addresses, mobile telephone numbers, or other personal contact information to outside businesses for their independent marketing or solicitation purposes except with authorization or where otherwise permitted or required by law.
10. ASSOCIATION RECORDS
Communications sent to or received by PHPOA may constitute Association business records.
PHPOA may retain emails, text messages, correspondence, applications, requests, complaints, compliance communications, architectural review records, access information, and other communications when reasonably necessary for Association administration, documentation, legal compliance, risk management, or historical purposes.
Records will be retained in accordance with applicable Association record retention practices and legal requirements.
11. INFORMATION SECURITY
PHPOA will use reasonable administrative, physical, and technical measures designed to protect personal information against unauthorized access, loss, misuse, alteration, or disclosure.
Access to personal information should be limited to employees, officers, directors, contractors, or service providers who have a legitimate Association-related need for the information.
No electronic system can be guaranteed to be completely secure, and PHPOA cannot guarantee the security of information transmitted electronically.
12. OWNER AND RESIDENT RESPONSIBILITY
Owners and residents are responsible for providing accurate contact information and notifying PHPOA when their mailing address, email address, mobile telephone number, emergency contact information, or communication preferences change.
PHPOA is not responsible for communications that are not received because contact information provided to the Association is inaccurate, outdated, incomplete, or blocked by a recipient's email provider, telephone carrier, device, or communications settings.


13. EMERGENCY COMMUNICATIONS
PHPOA may use email, SMS/text messaging, website notices, telephone calls, social media, signage, or other communication methods to distribute emergency or safety information when appropriate.
PHPOA communications are intended to supplement—not replace—official emergency communications.
In the event of an immediate emergency, individuals should call 911 and should not rely upon PHPOA security operations, email, SMS messaging, or other Association communication systems as a substitute for emergency services.
Owners and residents are encouraged to enroll independently in emergency notification services provided by Beaufort County, the Town of Hilton Head Island, law enforcement agencies, utility providers, and other governmental or public-safety agencies.
PHPOA does not guarantee that an emergency notification will be delivered, received, or reviewed within any particular period.
14. COMMUNICATION PREFERENCES
PHPOA may provide owners and residents with the ability to select communication preferences for optional Association communications.
Certain communications may continue to be delivered when necessary for Association administration, property-specific matters, legal requirements, safety, or the operation of Association services regardless of general communication preferences, to the extent permitted by law.
15. PRIVACY REQUESTS AND QUESTIONS
Owners and residents may contact PHPOA regarding:
· Updating contact information;
· Changing communication preferences;
· Questions concerning this policy;
· SMS enrollment or removal;
· Concerns regarding the use of personal information; or
· Requests concerning information maintained by the Association, subject to applicable law and Association requirements.
17. CHANGES TO THIS POLICY
PHPOA may amend this policy periodically with reasonable advance notice to reflect changes in Association operations, technology, communication practices, service providers, or applicable legal requirements.
The current version of the policy should be maintained on the PHPOA website or otherwise made reasonably available to owners.
19. WEBSITE SMS TERMS & CONDITIONS
By opting in to receive SMS/text messages from Palmetto Hall Plantation Owners Association, the recipient authorizes PHPOA and its authorized communications service provider to send text messages to the mobile number provided.
Messages may concern community operations, safety, emergencies, road conditions, access information, Association notices, events, maintenance, and other Palmetto Hall community information.
20. DISCLAIMER.
Electronic communications are offered and made on an “as-is” basis and may not be available in all areas, at all times, or on all mobile or other service providers. Neither PHPOA nor its service providers will be liable for any failed, delayed, or misdirected delivery of any mobile message, electronic communication or other information.
21. ADMINISTRATION
The Association Manager is responsible for administering this policy and may establish procedures, forms, consent language, technology requirements, and administrative practices necessary to implement the policy.
Material changes to the Association's privacy practices should be presented to the Board of Directors when appropriate.
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